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Phase 1 - Cloud Honeypot Foundation

Introduction

This phase created the foundation for a cloud honeypot deployed on an AWS EC2
instance. The central problem addressed in Phase 1 is that internet-facing cloud SSH
services are constantly targeted by automated scanning, brute-force attacks, and
credential-stuffing attempts.

One 2026 Linux security analysis showed that fresh cloud server instances can receive
their first SSH probing attempt within 9o seconds of deployment. A 2025 security
report also demonstrated that attacks against internet-facing login services and edge
infrastructure were occurring from approximately 2.8 million IP addresses per day,
indicating that these attacks are heavily automated and botnet-driven.

Phase 1 addresses this problem by hardening the SSH architecture. The real SSH service
is moved from the default port, 22, to a nonstandard port, 2222. Cowrie is then
deployed on port 22, SSH’s default port, to act as a honeypot and capture attacker
activity while keeping legitimate administrative access separate.

AWSEC2
us-east-1- Ubuntu 26.04 LTS - t3.micro

EC2instance
Cloud-Honeypot - IP 54.160.227.94

Attackers  Port22 Cowrle honeypot S sl

- ern - . IPs - creds - HASSH
Internet - bots - scanners Port 22 - fake SSH - logs all attempts

Admin port 2222

You - Xubuntu machine

Real SSH (sshd)

Port 2222 - admin a only

Security group
Port 22 > 0.0.0.0/0 - Port 2222 > my IP

Cloud Honeypot Foundation Diagram


https://www.linuxteck.com/linux-security-threats-2026/
https://cybernews.com/security/over-2-million-ips-attacking-edge-network-devices/
https://cybernews.com/security/over-2-million-ips-attacking-edge-network-devices/

Step 1 - Get an AWS Account

Set up a free AWS account on Windows 11. New users receive 100 dollars in credit,
which can be used for 6 months.

aws

Sign In

Access your AWS account by user type.

User type (not sure?)

Account owner that performs tasks requiring
unrestricted access.

© Root user ‘

O IAM user
within an account that performs daily

Your path to Al production

Accelerate your Al implementation
confidently, with expert guidance from AWS

Email address

username@example.con

Start your Al journey with AWS »

By continuing, you agree t

his site uses essential

nore information.

B2 L @ @ | UnitedStates N. Virginia) ¥

samthecyberguy

®
Console Home .« Reset to default layout )

i Recently visited inro : : Applications (0) it Create application )

Region: US East (N. Virginia)

t Region

@ 1 (Current Region) v Fin
1

Description ¥ Region v Originati. 9 a |

No recently visited services

Explore one of these commonly visited AWS services. No applications

Get started by creating an application.
udWatc

Create application



https://signin.aws.amazon.com/signup?request_type=register

Step 2 - Configure and Launch an EC2 Instance
Search for EC2. After selecting it, navigate to Instances.

ECZI (9 Ask AmazonQ X

Services Features Documentation Knowledge articles Marketplace Blog p

‘ EC2
G Virtual Servers in the Cloud

m EC2 Image Builder
A managed service to automate build, customize and deploy OS images

‘ Recycle Bin
5 Protect resources from accidental deletion

Open the Launch instances dropdown and select Launch an instance.

© =
ECZ Instances Info
©
Dashboard
D

Events Saved filter sets
Choose filter set ¥ Q, Find Instance by attribute or tag (case-sensitive)

AWS Global View 2

Instances
Instances 1 c

Instance Types

Name £ v | InstanceID | Instancestate v |

Launch Templates

Spot Requests
Savings Plans

Reserved Instances

No instances

You do not have any instances in this region

Launch instances

Dedicated Hosts
Capacity Reservations

Capacity Manager New

Configure the instance. Name the instance Cloud-Honeypot. Choose Ubuntu Server
26.04 LTS x86 as the OS. Select t3.micro as the instance type. Create a key pair



called Honeypot-Key and choose RSA and .pem. Save the key pair file to the Linux
machine where the honeypot will be deployed. It will be used to login to SSH later.

Launch an instance .«

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

Name and tags i
Name

Cloud-Honeypot Add additional tags

v Application and OS Images (Amazon Machine Image) i

An AMI contains the operating system, application server, and applications for your instance. If you don't see a
suitable AMI below, use the search field or choose Browse more AMIs.

Q, Search our full catalog including 1000s of application and OS images

AMI from catalog Quick Start

Name Verified provider  Free tier eligible Q
Ubuntu Server 26.04 LTS (HVM), SSD Volume
Type

Browse more AMIs

o Including AMIs from
L EE T AWS, Marketplace and

Ubuntu Server 26.04 LTS (HVM),EBS General Purpose (SSD) Volume Type. Support the Community
available from Canonical (http://www.ubuntu.com/cloud/services).

Canonical, Ubuntu, 26.04, amd64 resolute image

Image ID
ami-091138d0f0d41ffo0

Username ()

ubuntu

Catalog Published Architecture Virtualization Root device ENA Enabled

Quick Start AMIs  2026-04- x86_64 type Yes
21T06:30:56.00 hvm ebs
0z

Boot mode

uefi-preferred




v Instance type info | Get advice

Instance type

t3.micro Free tier eligible
Family:t3 2vCPU 1 GiB Memory Current generation: true

On-Demand Linux base pricing: 0.0104 USD per Hour

On-Demand Windows base pricing: 0.0196 USD per Hour

On-Demand Ubuntu Pro base pricing: 0.0139 USD per Hour Compare instance types
On-Demand SUSE base pricing: 0.0104 USD per Hour

On-Demand RHEL base pricing: 0.0392 USD per Hour

(® All generations

Additional costs apply for AMIs with pre-installed software

v Key pair (login) i

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair
before you launch the instance.

Key pair name - required

Honeypot-Key (C Create new key pair

My files > Cyber-Cloud Projects

Name

@8 SOC Cloud Honeypot Project

B Honeypot-Key.pem

To configure the security group within network settings, start by selecting Create
security group. Then, navigate under Inbound Security Group Rules. There, for
Type select ssh on port 22 and for Source type select My IP.



¥ Network settings
VPC - required Info

vpc-00fdeb19593bb66ac (default)

Subnet

No preference
Availability Zone
No preference

Auto-assign public IP

Enable

Firewall (security groups)

© Create security group Select existing security group

Security group name - required
launch-wizard-1

Description - required info

launch-wizard-1 created 2026-05-14T03:41:12.243Z

Inbound Security Group Rules

Type ifo Protocol Inf Port range

ssh

Source type ifc Infe Description - optional

My IP e.a. SSH for admin deskto

M * 1 \
Add security group rule

Select Launch instance and AWS will provision the virtual linux server, public IP,
networking, and storage.




v Summary

Number of instances Info

L

Software Image (AMI)

Canonical, Ubuntu, 26.04, amdé6...read more
ami-091138d0f0d41ff90

Virtual server type (instance type)
t3.micro

Firewall (security group)
New security group

Storage (volumes)
1 volume(s) - 8 GIiB

B Preview code

= EC2 Instances

® Success
Successfully initiated launch of instance (i-003da3145268318dd)

» Launch log




Step 3 - Connect to EC2 Instance from Xubuntu

Open the terminal in Xubuntu.

Terminal - root@samthecyberguy-Latitude-E5430-non-vPro: fhome/samthecyberguy -+ x
Fle Edit View Terminal Tabs Help

Locate the PEM key downloaded from AWS.

Downloads - Thunar

Downloads - Thunar -+

File Edit View Go Bookmarks Help

“ = 4 # 4| # samhecberay | Downloads /s [r]a

Places

I computer

# samthecyberguy

[= Deskiop Honeypot-Key.pem

) Recent

i Trash

Documents

3 Music

{5 Pictures

B videos

© Downloads
Devices

L File System
Network

Browse Network

1file: 1.6 KiB (1,678 bytes) | Free space: 100.3 GiB




Create an SSH directory and move the PEM key to it.

samthecyberg nthH[\bHqu\ Latitude-E5438-non-vPro:

f-Latitude-E5430-non-vPro:

5aﬂthec§heréu7*fanthﬁrihﬁr&ui Latitude-E5438-non-vPro:
samthecyberguy@samthecyberquy-Latitude-E5430-non-vPro:
authorized keys Honeypot-Key.pem

Set the PEM key file to be readable by only the owner (you). To do this use chmod. SSH
will reject keys with loose permissions as a security measure.

samthecyber "'*'|1th-au,h-=rqi|~, Latitude-E5438-non-vPro: $ chmod 480 Honeypot-Key.pem
samthecybergu mthecyberguy-Latitude-E5430-non-vPro: N |

Locate the EC2 instance's public ip address.

Instance summary for i-003da3145268318dd (Cloud-
Honeypot) Info

© Come) (e =

Updated about 3 hours ago

Instance ID Public IPv4 address
|_|:| i-003da3145268318dd ||_:| 54.160.227.94 | open address |2

Private IPv4 addresses IPv6 address
O 172.1 -

Attempt to remote into the EC2 instance via SSH. This may return a connection
timed out error.

samthecyberguy@samthecyberguy-Latitude-E5430-non-vPro:-$ ssh -1 ~/.ssh/Honeypot-Key.pem ubuntu@54.160.227.94

ssh: connect to host 54.160.227.94 port 22: Connection timed out

After receiving the error, use the netcat command to test the connection to the EC2
instance public IP.

_her‘rjui.-'-Latitude-EH @-non-vPro:-$ nc -zv 54

. connect to 54.160.227.94 port 22 (tcp) failed: Connection timed out
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If the connection times out, check the inbound rule on the EC2 security group. The
source IP must match the machine being used to connect, not a private IP from a
different machine. Update the inbound rule with the correct public IP and attempt the
connection again.

titude-E5430-non-vPro
y-Latitude-E5430

Edit inbound rules i

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules info
Inbound rule 1

Security group rule ID Type Info Protocol Info
sgr-Obe4c7127aab91a83 SSH

Port range Info Source type Info Source Info

Custom

Description - optional Info

Add rule

Beyond network connection issues, it is possible to get an SSH handshake error.

If there is an SSH handshake error, first confirm that the PEM key on Xubuntu is the
same as the PEM key assigned to the EC2 instance. Next, confirm that the AMI is
Ubuntu and not another OS. Lastly, add a -v to the original command to give it verbose
output.

11



Latitude-E5430-non-vPr
Ope L 9.13 3
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Step 4 - Initial Server Setup

Now that connection from the Xubuntu machine to the AWS EC2 instance has been
established via SSH, update packages for the server.

) untu
kages can be upgraded. Run "apt list
ading:

ihuntu@ip-172- :~% sudo -aG sudo kill
tbuntu@ip-172

13



Step 5 - Move Real SSH to Port 2222

As outlined in the introduction, real SSH access will now move from port 22 to port
2222 freeing port 22 for the Cowrie honeypot to intercept attacker traffic.

Start by opening the SSH configuration file. Then add an additional line with port
2222 and uncomment each port line by removing the # character.

In the config file, remove prohibit-password and add no after PermitRootLogin.
Then, uncomment that line. This makes it so root login is disabled over SSH. The root
account has the highest privilege and attackers often target this account, so by disabling
it, the risk of root compromise is reduced.

14



Add a new inbound rule allowing SSH from the Xubuntu machine on port 2222.

Inbound rules Outbound rules Sharing VPC assoc >

inbound rtes () ©

Q, Search

1 3

v | Security groupruleID ¥ | IP version

sgr-Obe4c7127aab91a83 IPv4

15



Inbound rule 2

Security group rule ID Type Info Protocol Info

- Custom TCP

Port range Info Source type Info Source Info

2222 Custom Q 734

73.:

Description - optional Info

Add rule

Restart SSH.

Open a new terminal window and attempt to SSH into the EC2 instance through port
2222 to test the new change. A connection timed out error might occur.

f matched no fi

Return to the original terminal to check if port 2222 is now listening on SSH. It is
possible only port 22 may still be present.

Confirm that port 2222 has been added to the SSH config file and uncommented as well.

16



If this is the case, disable ssh.socket. This feature overrides changes made to the SSH
config file by default on Ubuntu.

For now, leave SSH on port 22 and port 2222. Later, once Cowrie is configured to be on
port 22, port 22 will be removed from the SSH config file.

Navigate to the new terminal and attempt to SSH into the EC2 instance through port
2222,

To finalize the transfer of SSH from port 22 to port 2222, remove port 22 admin access
by going into the EC2 instance Security Group settings and editing the inbound rule.
The intention is to stop using port 22 for legitimate administration, laying the

17



groundwork for Cowrie honeypot to use port 22, while port 2222 will be used for

legitimate SSH administration.

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules info

Inbound rule 1

Security group rule ID
sgr-Ob2d8d8345ea20e3f

Port range Info

2222

Description - optional Info

Real Admin SSH

Inbound rule 2

Security group rule ID
sgr-Obe4c7127aab91a83

Port range Info

Description - optional Info

Honepot SSH

Add rule

Edit inbound rules i

Type Info Protocol Info
Custom TCP

Source type Info Source Info

Custom

Type Info Protocol Info
SSH

Source type Info Source Info

Custom (o}

Cancel Preview changes m

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules i

Inbound rule 1

Security group rule ID
sgr-0b2d8d8345ea20e3f

Portrange Info

2222

Description - optional Info

Real Admin SSH

Add rule

Type Info Protocol Info

Custom TCP

Source type Info Source Info

Custom Q

Cancel Preview changes m

18



Step 6 - Install Cowrie Honeypot

The goal is to install and configure Cowrie Honeypot on the AWS Ubuntu server so it
can simulate a fake SSH server to capture attacker activity.

To begin, connect to the EC2 instance in the Xubuntu terminal.

Since Cowrie will be exposed to attackers, create a Cowrie user without root privileges.
Using a basic user account is a security measure that can prevent potential root access
by an attacker and a compromise to the EC2 instance.

After creating the Cowrie account, login to it.

19


https://github.com/cowrie/cowrie?utm_source=chatgpt.com

Create a python virtual environment and then enter the environment so Cowrie uses its
own python packages and not system wide packages, as that could cause accidental
conflicts.

Install Cowrie requirements, dependencies, and Cowrie as an editable python package
with the launcher executable.

20
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Step 7 - Configure Cowrie

Now, it is time to configure Cowrie so it is assigned to port 22.

Copy this template for the Cowrie config file and then open the file to edit it.

= Terminal - cowrie@ip-172-31-31-143: ~/cowrie
File Edit View Terminal Tabs Help
GNU nano 8.7.1

etc/cowrie.cfg

[honeypot]

state path

Press Ctrl + W and search for 2222.

22



Locate the line listen_endpoints = tcp:2222:interface=0.0.0.0.

By default Cowrie has SSH on port 2222. In the file, replace 2222 with 22 (Cowrie’s
SSH port). Then save it and exit the file.

= tcg 2:ipterface=0.0.0.8

listen endpoints =

By default, Linux blocks non-root users from using ports below 1024, but earlier Cowrie
was set up to run as a non-root user for security purposes.

In order to bypass this, configure authbind, which was installed earlier, to allow
Cowrie to use port 22.

Within the Cowrie folder and the python virtual environment, start up Cowrie and check
the status to make sure it is running.

23



ie-env) cowrie@ip-172

Attempt to see if Cowrie is listening on port 22. It is possible to receive an access error,
which is actually expected because earlier Cowrie was set as a non-root user.

SSH is still on both port 22 and port 2222. Now that Cowrie has been set up on port 22,
remove SSH from port 22 so that it is only on port 2222.

ubuntu@ip-

Restart SSH.

r
72
o

72-

“

ibuntu@i

1
1

thuntu@ip-

Confirm that SSH is no longer listening on port 22 and instead only on port 2222.

24



ubuntu@ip-172-
LISTEN ©

LISTEN 6
ubuntu@ip-172-

Log into the Cowrie user and open the Cowrie config file, confirming that only port 22 is
present.

ints = tcp:22:interface=0.8.0.8

sTip enabled = true

Enter Cowrie python virtual environment and stop Cowrie. Then start Cowrie to initiate
the change.

Log out of the Cowrie user and confirm that port 22 is assigned to Cowrie and port 2222
to SSH. The user of port 22 should be twistd, which is the framework which Cowrie
runs on.

The current EC2 security group had the source IP for the inbound rule for port 22 set to
the Xubuntu public IP. In order to allow attacks to begin, set the source IP for that
inbound rule to 0.0.0.0/0 (anywhere). This would be unsafe in a normal SSH server,
but since the real SSH admin server was transferred to port 2222 and the Cowrie
honeypot was configured with non root access to port 22, it is safe. Port 22 has been
properly isolated and secured.

25



¥ Inbound rules

Q, Filter rules

| Portrange Protocol

2222 TCP

22 TCP
I

¥ Qutbound rules

Inbound rule 2

Security group rule ID Type Info Protocol Info
sgr-Obe4c7127aab91a83 SSH

Port range Info Source type Info Source Info

Anywhere-1Pv4

Description - optional Info

Honepot SSH

Add rule

Open a fresh terminal window and attempt to SSH into the EC2 instance via port 22. If
properly configured, it should return a Host Key Verification Failed error.

26



Return back to the original terminal, logged in as the Cowrie user, and check the attack
log.

The SSH connection attempt that was just made will be reflected in the log. The IP
address of the attacker (you testing it in this case) will be visible.

Cowrie honeypot is now set up and running as intended.

27



Step 8 - Cowrie Log Analysis
Leave Cowrie and the EC2 instance running for a day.

Looking at the logs captured below, it appears that attacker interaction with the
honeypot began 2 hours after turning on the honeypot for the first time. From that
moment until the end of the 24 hour period, there were hundreds of interactions from
various IPs using various commands.

This is an example of one attack session from the logs.

What we see below is an automated SSH brute force scanner or bot attempting to
authenticate to the honeypot using default admin credentials.

The attacker’s IP address is 34.78.205.101. After looking it up in AbuseIPDB, it has been
reported 127 times and is confirmed to be a malicious IP that is known for brute forcing
into SSH servers.

28


https://www.abuseipdb.com/check/34.78.205.101

AbuselPDB »

Check an IP Address, Domain Name, Subnet, or ASN
e.g. 146.70.230.86, microsoft.com, 5.188.10.0/24, or AS15169

34.78.205.101

34.78.205.101 was found in our database!

This IP was reported 127 times. Confidence of Abuse is 100%:

100%

ISP Google LLC

Usage Type Data Center/Web Hosting/Transit

ASN

Hostname(s) 101.205.78.34 .bc.googleusercontent.com
Domain Name google.com

Country I Belgium

City Brussels, Brussels Capital

2026-05-21 10:00:29 Failed password for invalid user May 21 08:43:57 port 3
(1w ) 2478

2026-05-21 g Banned by Multi Agent - node ...bnl2 - attempts=5 - SS
(1 week ago) H brute-force / scan

2026-05-21 08:00:09 Brute force SSH login attempts.
(1w )

2026-05-21 08:00:03 Attempted connection to SSH tarpit
(1 week ago)

2026-05-21 07:58:09 2026-05-21T08:57:51.617372+01:00 mail6 sshd-sessio
(1 week ago) n[1590108]: refused connect from 34.78.205.101 (34 ...

2026-05-21 07:37:07 @ Invalid user admin from 34.78.205.101 port 26982
(1 week ago)

The SSH client revealed itself and shows the tools the attacker used to scan the
honeypot. SSH-2.0-Go indicates that the tool was written in Go, which is common for
automated scanners and brute force tools. SSH-2.0-Fingerprintx-SSHz2 indicates
the attacker may be using the tool Fingerprintx which checks what kind of SSH service
the target is running.

Cowrie captured the HASSH, which is like the digital fingerprint for SSH clients. This
can be used to correlate this session with similar SSH scanning or brute force activity
across other honeypot logs.
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https://github.com/praetorian-inc/fingerprintx

The connection timed out in a matter of seconds, which indicates this is not a hands-on
attack but rather an automatic scanner.
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Conclusion

Phase 1 successfully established a cloud-based Cowrie honeypot on an AWS EC2
instance. The project separated legitimate SSH administration from honeypot activity by
moving the real SSH service to port 2222 and placing Cowrie on port 22, the default
SSH port commonly targeted by attackers.

After the honeypot was exposed to the internet, it began receiving attacker activity
within a short period of time. Cowrie captured useful security data, including source IP
addresses, SSH banners, HASSH fingerprints, login attempts, and failed authentication
activity. This confirmed that the honeypot was working as intended and demonstrated
how quickly exposed cloud services can attract automated scanning and brute-force
attempts.

The next phase of this project will focus on organizing, parsing, and analyzing Cowrie
logs in more depth so the captured activity can be used for threat intelligence, attacker
behavior analysis, and future STEM integration.
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