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Phase 1 - Cloud Honeypot Foundation 

Introduction 

This phase created the foundation for a cloud honeypot deployed on an AWS EC2 

instance. The central problem addressed in Phase 1 is that internet-facing cloud SSH 

services are constantly targeted by automated scanning, brute-force attacks, and 

credential-stuffing attempts. 

One 2026 Linux security analysis showed that fresh cloud server instances can receive 

their first SSH probing attempt within 90 seconds of deployment. A 2025 security 

report also demonstrated that attacks against internet-facing login services and edge 

infrastructure were occurring from approximately 2.8 million IP addresses per day, 

indicating that these attacks are heavily automated and botnet-driven. 

Phase 1 addresses this problem by hardening the SSH architecture. The real SSH service 

is moved from the default port, 22, to a nonstandard port, 2222. Cowrie is then 

deployed on port 22, SSH’s default port, to act as a honeypot and capture attacker 

activity while keeping legitimate administrative access separate. 

 

Cloud Honeypot Foundation Diagram 
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https://www.linuxteck.com/linux-security-threats-2026/
https://cybernews.com/security/over-2-million-ips-attacking-edge-network-devices/
https://cybernews.com/security/over-2-million-ips-attacking-edge-network-devices/


Step 1 - Get an AWS Account 

Set up a free AWS account on Windows 11. New users receive 100 dollars in credit, 

which can be used for 6 months. 
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https://signin.aws.amazon.com/signup?request_type=register


Step 2 - Configure and Launch an EC2 Instance 

Search for EC2. After selecting it, navigate to Instances. 

 

Open the Launch instances dropdown and select Launch an instance. 

 

Configure the instance. Name the instance Cloud-Honeypot. Choose Ubuntu Server 

26.04 LTS x86 as the OS. Select t3.micro as the instance type. Create a key pair 
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called Honeypot-Key and choose RSA and .pem. Save the key pair file to the Linux 

machine where the honeypot will be deployed. It will be used to login to SSH later. 
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To configure the security group within network settings, start by selecting Create 

security group. Then, navigate under Inbound Security Group Rules. There, for 

Type select ssh on port 22 and for Source type select My IP. 
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Select Launch instance and AWS will provision the virtual linux server, public IP, 

networking, and storage. 
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Step 3 - Connect to EC2 Instance from Xubuntu 

Open the terminal in Xubuntu. 

 

Locate the PEM key downloaded from AWS.  

 

9 



Create an SSH directory and move the PEM key to it. 

 

 

Set the PEM key file to be readable by only the owner (you). To do this use chmod. SSH 

will reject keys with loose permissions as a security measure.  

 

Locate the EC2 instance's public ip address. 

 

Attempt to remote into the EC2 instance via SSH. This may return a connection 

timed out error. 

 

After receiving the error, use the netcat command to test the connection to the EC2 

instance public IP.  
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If the connection times out, check the inbound rule on the EC2 security group. The 

source IP must match the machine being used to connect, not a private IP from a 

different machine. Update the inbound rule with the correct public IP and attempt the 

connection again.  

 

 

Beyond network connection issues, it is possible to get an SSH handshake error.  

 

If there is an SSH handshake error, first confirm that the PEM key on Xubuntu is the 

same as the PEM key assigned to the EC2 instance. Next, confirm that the AMI is 

Ubuntu and not another OS. Lastly, add a -v to the original command to give it verbose 

output.  
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... 

 

 

12 



Step 4 - Initial Server Setup 

Now that connection from the Xubuntu machine to the AWS EC2 instance has been 

established via SSH, update packages for the server. 

 

Create an admin user. 

 

Give sudo access to the admin user. 
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Step 5 - Move Real SSH to Port 2222 

As outlined in the introduction, real SSH access will now move from port 22 to port 

2222, freeing port 22 for the Cowrie honeypot to intercept attacker traffic. 

Start by opening the SSH configuration file. Then add an additional line with port 

2222 and uncomment each port line by removing the # character.  

 

 

 

In the config file, remove prohibit-password and add no after PermitRootLogin. 

Then, uncomment that line. This makes it so root login is disabled over SSH. The root 

account has the highest privilege and attackers often target this account, so by disabling 

it, the risk of root compromise is reduced.  
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Add a new inbound rule allowing SSH from the Xubuntu machine on port 2222. 
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Restart SSH. 

 

Open a new terminal window and attempt to SSH into the EC2 instance through port 

2222 to test the new change. A connection timed out error might occur.  

 

Return to the original terminal to check if port 2222 is now listening on SSH. It is 

possible only port 22 may still be present.  

 

Confirm that port 2222 has been added to the SSH config file and uncommented as well. 
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If this is the case, disable ssh.socket. This feature overrides changes made to the SSH 

config file by default on Ubuntu. 

 

Restart SSH again and verify that SSH is now listening on port 2222. 

 

For now, leave SSH on port 22 and port 2222. Later, once Cowrie is configured to be on 

port 22, port 22 will be removed from the SSH config file.  

Navigate to the new terminal and attempt to SSH into the EC2 instance through port 

2222. 

 

To finalize the transfer of SSH from port 22 to port 2222, remove port 22 admin access 

by going into the EC2 instance Security Group settings and editing the inbound rule. 

The intention is to stop using port 22 for legitimate administration, laying the 
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groundwork for Cowrie honeypot to use port 22, while port 2222 will be used for 

legitimate SSH administration. 
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Step 6 - Install Cowrie Honeypot 

The goal is to install and configure Cowrie Honeypot on the AWS Ubuntu server so it 

can simulate a fake SSH server to capture attacker activity. 

To begin, connect to the EC2 instance in the Xubuntu terminal. 

 

Update packages and install dependencies to prepare for the Cowrie installation. 

 

 

Since Cowrie will be exposed to attackers, create a Cowrie user without root privileges. 

Using a basic user account is a security measure that can prevent potential root access 

by an attacker and a compromise to the EC2 instance. 

After creating the Cowrie account, login to it.  
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https://github.com/cowrie/cowrie?utm_source=chatgpt.com


 

Clone the Cowrie repository from GitHub.  

 

Enter the Cowrie directory. 

 

Create a python virtual environment and then enter the environment so Cowrie uses its 

own python packages and not system wide packages, as that could cause accidental 

conflicts. 

 

Install Cowrie requirements, dependencies, and Cowrie as an editable python package 

with the launcher executable. 
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... 
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Step 7 - Configure Cowrie 

Now, it is time to configure Cowrie so it is assigned to port 22. 

Copy this template for the Cowrie config file and then open the file to edit it. 

 

 

Press Ctrl + W and search for 2222. 
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Locate the line listen_endpoints = tcp:2222:interface=0.0.0.0.  

By default Cowrie has SSH on port 2222. In the file, replace 2222 with 22 (Cowrie’s 

SSH port). Then save it and exit the file. 

 

 

By default, Linux blocks non-root users from using ports below 1024, but earlier Cowrie 

was set up to run as a non-root user for security purposes.  

In order to bypass this, configure authbind, which was installed earlier, to allow 

Cowrie to use port 22. 

 

 

 

Within the Cowrie folder and the python virtual environment, start up Cowrie and check 

the status to make sure it is running. 
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Attempt to see if Cowrie is listening on port 22. It is possible to receive an access error, 

which is actually expected because earlier Cowrie was set as a non-root user.  

 

SSH is still on both port 22 and port 2222. Now that Cowrie has been set up on port 22, 

remove SSH from port 22 so that it is only on port 2222. 

 

To do that, start by opening the SSH config file and delete port 22 from it. 

 

 

Restart SSH. 

 

Confirm that SSH is no longer listening on port 22 and instead only on port 2222. 
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Log into the Cowrie user and open the Cowrie config file, confirming that only port 22 is 

present.  

 

Enter Cowrie python virtual environment and stop Cowrie. Then start Cowrie to initiate 

the change. 

 

Log out of the Cowrie user and confirm that port 22 is assigned to Cowrie and port 2222 

to SSH. The user of port 22 should be twistd, which is the framework which Cowrie 

runs on. 

 

The current EC2 security group had the source IP for the inbound rule for port 22 set to 

the Xubuntu public IP. In order to allow attacks to begin, set the source IP for that 

inbound rule to 0.0.0.0/0 (anywhere). This would be unsafe in a normal SSH server, 

but since the real SSH admin server was transferred to port 2222 and the Cowrie 

honeypot was configured with non root access to port 22, it is safe. Port 22 has been 

properly isolated and secured. 
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Open a fresh terminal window and attempt to SSH into the EC2 instance via port 22. If 

properly configured, it should return a Host Key Verification Failed error.  
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Return back to the original terminal, logged in as the Cowrie user, and check the attack 

log.  

The SSH connection attempt that was just made will be reflected in the log. The IP 

address of the attacker (you testing it in this case) will be visible.  

 

 

Cowrie honeypot is now set up and running as intended. 
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Step 8 - Cowrie Log Analysis 

Leave Cowrie and the EC2 instance running for a day.  

Looking at the logs captured below, it appears that attacker interaction with the 

honeypot began 2 hours after turning on the honeypot for the first time. From that 

moment until the end of the 24 hour period, there were hundreds of interactions from 

various IPs using various commands.  

This is an example of one attack session from the logs.  

What we see below is an automated SSH brute force scanner or bot attempting to 

authenticate to the honeypot using default admin credentials. 

 

The attacker’s IP address is 34.78.205.101. After looking it up in AbuseIPDB, it has been 

reported 127 times and is confirmed to be a malicious IP that is known for brute forcing 

into SSH servers. 

 

28 

https://www.abuseipdb.com/check/34.78.205.101


 

 

The SSH client revealed itself and shows the tools the attacker used to scan the 

honeypot. SSH-2.0-Go indicates that the tool was written in Go, which is common for 

automated scanners and brute force tools. SSH-2.0-Fingerprintx-SSH2 indicates 

the attacker may be using the tool Fingerprintx which checks what kind of SSH service 

the target is running. 

 

Cowrie captured the HASSH, which is like the digital fingerprint for SSH clients. This 

can be used to correlate this session with similar SSH scanning or brute force activity 

across other honeypot logs. 
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https://github.com/praetorian-inc/fingerprintx


 

The attacker used default credentials to attempt to login, but Cowrie denied access. 

 

The connection timed out in a matter of seconds, which indicates this is not a hands-on 

attack but rather an automatic scanner. 
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Conclusion 

Phase 1 successfully established a cloud-based Cowrie honeypot on an AWS EC2 

instance. The project separated legitimate SSH administration from honeypot activity by 

moving the real SSH service to port 2222 and placing Cowrie on port 22, the default 

SSH port commonly targeted by attackers. 

After the honeypot was exposed to the internet, it began receiving attacker activity 

within a short period of time. Cowrie captured useful security data, including source IP 

addresses, SSH banners, HASSH fingerprints, login attempts, and failed authentication 

activity. This confirmed that the honeypot was working as intended and demonstrated 

how quickly exposed cloud services can attract automated scanning and brute-force 

attempts. 

The next phase of this project will focus on organizing, parsing, and analyzing Cowrie 

logs in more depth so the captured activity can be used for threat intelligence, attacker 

behavior analysis, and future SIEM integration. 
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